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#ER A~ - 4RIk (Ceasar Sun)

AR BXmMAR Rt +.o a5 8

- L KB ERE R
- BLHEREZA
DRBL/Clonezilla 32423567 / & EIRIZ T A BA2H /K12 B W 2k B2 A2 3445
2008 FATE IR B AT B R AT £
2008 & & AEE T
2009 - FA 2R 4 A5 £ #7 & R BB K FA4F

Red Hat Certified Engineer (RHCE): Red Hat Enterprise Linux 4. October 15, 2006
Network Security Packet Analysis Class C, #%2f 6 2. %)#|3% , 1-14, August 2006

Principles of Project Management (36PDU) % £ % % 2] | November 24-December 3, 2008
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El 3] ?k'% ?Eﬁ ..'i_' (Free Software Lab)

Performance Computing)

Developers of the free software DRBL, Clonezilla ,
- BRFE -~ RETE - AEMR

Maintenance of mirror sites:

e From Taiwan, working for the NPO NCHC (National Center for High‘.\\

Linux/packages mirror service : http://free.nchc.org.tw

OSM cache server in Asia

OSDN Taiwa mirror service : https://zh-tw.osdn.net/

\

‘a_Clonezills

LASS project NCHC participated site : https://lass.nchc.org.tw

Free Software Lab, NCHC
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open source development network
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I TEZ R IR IE

. VirtualBox

https://www.virtualbox.org/
2007 42 B InnoTek #XEE /3] VA GPL 124 FE 09 J8 $ % 55 3%

#

2008 F & 5 % B NG A 3] BT 4t B

2010 F F B L/ 5] 4 B 5 155 B G 3]
s BEREERRTZE

- REdko ERIH

( Ubuntu 20.04

8 E# Windows 10
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I ATEZ R

e 2% Virtualbox 6.1

# https://virtualbox.org HEMZ T #H Virtualbox 6.1
Windows hk

- 4%

. s o
ji WinlO «t%%& swEy) | SEEE)  mEY

@ - ExLEmM: °5 406|MB |
X :}'ﬁ'i@? — % }%j 7}&5-7}}& ;} /K%Ej}g . L #uem 4MB S5

(R B (e: |V [ oo 0

CPU: 4 38 o 0

£ wae ]
ﬁ UsB H o

RR&C: |PIX3  ~

AR 1 130 GB
] #ranm {SESE(P): | USE FAREM
RAM: 4096 MB SEETRE: (V] B /0 APIC ()

MWIZF 17k : 35T 5B NAT

] #massx

S E fthERe

fREkiaREeHERR?
EERE
IEEANE - RFE - RO - - FEENEE
(- B0
ERAREHELLEREL -
KEER
%% ubuntu FB THEH
alEE i ERENERE -

REEZHTEE | LCUEESRFR wiFi BISEEF - URENNERRED
ZEERREET PR SIS AR T124E - BARNEMOLEIRE -

FRQ REI(B)
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B R #EIR I P 2% Ubuntu Focal

o )i M2k Ubuntu 20.04

AXA

— & https://www.ubuntu.com ° http://free.nchc.org.tw/
ubuntu-cd/ £ A% T 3 Ubuntu 20.04 LTS iso
% "ubuntu-20.04-desktop-amd64.iso

- 18T 3| % ARG B
- BA#A& KK Ubuntu20.04 » & THAEH » ERIRE
- Tk o BT 0 KR FREE [HHER% ]

o il B IiE TUHEANEREE 7 A\
- x> EAJERAEE > £ ubuntu-20.04.fslab.ova
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Linux Distributions (Good or Not ?)

e BRAZE %

HEEE

Last 6 months v || HEE
R

B17HE
MX Linux - T &% — A% (monoculture) °

Manjaro

Mint AR R RAL A NAZ A F 269 69 % F
F— - AAAF A EE Y T AR

Pop!_OS

= o BT

elementary

Fedo - —HCH K

Solus

KDE neon - ﬁi 3&%;"%%%5}( 'j%:" HJ‘}'

Zorin

g
b

1
2
3
4
5
6
7
8
9

ol ==

deepin
openSUSE
EndeavourOSs
Arch

Ubuntu Kylin

(= Ry
=l & AW

antix
Cent0S
Linuxfx
PCLinuxOS

. K
Oct, 2020 _E slackware
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Debian GNU/Linux

JEE XL - RBEHENENR

HEMHR 5000 ZEEFEE L FHEE
http://www.debian.org/
ZRHERS

BERZIEHIEE
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http://www.debian.org/

Ubuntu buntu@

Ubuntu release timeline

Debian base -

Eoan

Fund by o

Bionic

Canonical Ltd

Zesty
vakkety

Support s

Hily

Desktop/Server

Utoplc

Trusty

LTS (Long -

Rar ing
Quantal

Term Support) o

One ir ic

Hatty
Maver lck

Luc id

kKarmic

Jaunty

Intrepid
Hardy

Gutsy

Felisty

Linux kernel i i .6, it 1H .6.32 L|E. i i b b i .19
Hindows NT kernel L2| (XP HBd; HWinzo0 PE.D A 3 (B.LJ|1 L0
macas i |].D. | |1.. I |].. D.‘3| D.].[II 0.1.1|1..1.2|10.1.E{10.].4|

T

T T
2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2013 2020 2021 2082 2023 2084 2025 2026 2027 2028 2089 2030 2031

. Development
Standard support
B ectended desktop and server support
W ectended server support
. Extended secur ity maintenance
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)% % Live CD/DVD/System ?

r?%%ﬁﬁ":‘?&ﬁiTﬁyﬁﬁ@%ﬁ’f’f
oo TR AF A E NG AR i A 6
ﬁ%%%(ﬁﬁﬁb%#%%%%
%)J-Z%?%%#
t1,4% CD-ROM (Live
 DVD (Live DVD) - # 132
% (LiveUSB ) # % Z ek
Live A& L EHHME » &
TML 2B R AR AL
538 [ 3o KA B ER AR B 45

ﬁié'l IR R EE R | R
lﬂ:%%va X 0 U
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4o {45 Ubuntu Live CD

T 1ISO
e Ubuntu % 7 #43k
— http://www.ubuntu.com/download
- EEERAAXAES ¢ [ Desktop | ~ [ Server |
- EIE CPU £45 1 32 12T~ 64 12T
« HALGEAIE G 0 o
— http://free.nchc.org.tw/ubuntu-cd/
— http://www.ubuntu-tw.org/

ke8ISO 14
* Window : Burn4Free ~ InfraRecorder -~ ...
* Linux : Brasero >~ K3b >~ GnomeBaker »
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http://www.ubuntu.com/download
http://free.nchc.org.tw/ubuntu-cd/
http://www.ubuntu-tw.org/

Live CD 1% Al

= LiVe CD }%:Iiﬁj] gi @ -_1 | -l -a Indo
- Tab $#:EEE 3
Feth— R T IE RS B 3K

Activities 108 24 15: 44

-1 Help F2 Language F3 Kegmap F4 Hudes F5 Hccessmllltg F& Other Options

Z4E Ubuntu 20.04
LTS

ubuntu®

A EEEEE R T A A ubuntum)
Try Ubuntu without installing (safe graphics)
%?—ié UhuntuiI)
Install Ubuntu (safe graphics)
ElN= 2 BN )
{5 — AR R )

F1 &R F2 & F3 BETHER re B3 Fo E[SRIHE Fe HMBEIE

Free Software Lab, NCHC 17



#E% % Ubuntu

Activities —

X oo % -Chinese

AL HE & R

AT REEE 2 T 9B

° f& | ¥R

AR ARARA ZE
« T 92

3\}%‘.’?].& r"*,‘:lfue '
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. AR5 %@1 2
- WEBBEGCHETAL LT NEES IR
N /u%%%@%‘%i Windows 2, & 3| 9 Linux 8935 » & b A 30 7 1A
FIE R B LR G 8 F R
- FHYFINENHRETETGTHRS P EAZITUATI LR

e Linux I ELOEZRSIE
~ swap L’éﬂi%‘% A3 B RERATE 6 EARICH > %1
FFEF » AT G Aswap T BER KA

-/ AE¥ /% %89 4R B % (root filesystem)

- TEA
* /home : 1& Fl & K H %
o /var @ BFE FEF : Mail, log, DB,...
° Jopt: #H =77 & AE X HL H oM
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Jie B wh B 92 B 41 T A

%”%IEMBéaﬂm%ﬁ&%*%m%»ﬁlﬁqm
WAL 7B B > MAHERA THFH?

* Windows : Partition Maglc > Easeus Partition Master(Home
Edition
* Linux : GParted ( JERAZ X, ~ LiveCD)

/dev/sda - GParted
GParted Edit View Dev Partition Help

Q= B __l/dev/sda  (298.09 GiB) v

jdevjsdal
254.81 GiB

Partition File System Mount Point Size Used
/dev/sdal ?. . extd / 254.81 GiB 245.77 GiB
nallocated nallocated: 18.87 GiB:
19.53 GiB 65.05 MiB 19.47 GiB
/dev/sda3 .I - ' 5 :




RS - %%%@

FARTIZLZATILES 2 B

—smmﬁﬁ\ﬂE:%Eﬁm%Ff’h
B 2 AA G RG Aswap F 0 BER KA

/18 4’? ¥ A %6974 B 4% (root filesystem) * 8G ° Reiserfs ;
/home : 50G °* Ext4 ; 53| E
IR T 5B

w‘ I "

sda1 (linux-swap) [ sda2 (reiserfs) B sda5(extd) (I STHZEM
2.0 GB 8.0 GB 4.1 GB 3.0 GB

®E ] HE3s Bt ? K EH

Jdev/sdal swap & 2046 MB A~HH
Jdev/sda2 reiserfs / v 7999 MB A~HH
Jdev/sda5 ext4  /home v 4094 MB A~HH

FHHBE. (A 2. (M2 B
FREZREMERORE:

| /dev/sda ATA VBOXHARDDISK (17.2 GB})
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EBAIIAI

EEENRBREE:
English (Ghana)
English (Nigeria)
English (South Africa)
English (UK}

Esperanto
Estonian
Faroese
Filipino

EiEEm AL B SRE

EUREEE

» R RANIEE..

English (US) - Cherokee
}.

English (US) - English (Colemak)

English (US) - English (Dvorak alternative internation|
English (US) - Engli gyt i i 1
English (US) - EnglifNES an

English {(US) - Engli

English (US) - Engli

Enalish (US) - Enali

Taipei

18 [o](B)

P EETEEHER..
[ ——
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1%l & A A 46& T

EEE: k12
MW B | k12-teach o
ErESHhEE R EER SR SE.
grE—EEREERE: 2 o
EIRTE— S fE: | eesveeee
SRR S . [llllllll|
BE}EA
HEFREE R NE

B [El(B)

> EIASES RIETUSE...
e 3
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o T ATRIEYEZ

108248 23: 30

ubuntu®
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3R A @

- PR D |

P A 4 = ; :
Hot zone | " ' B
£ 37 =

755 7

Dash 1%
o WP st

Hot key 474

Host key + [Number]

K5 pk

#a %@

@A E :

o« TH 715( @~ B—F2 X
z% 4
X B 4T % A B 4k
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Ubuntu %35 %1451

~

B 3 AT R

KERF LFAER > P UMAL

* Language Support

o EF7)/E B I5F K
- APRRBEFEEH T Lk
o K FREYEE A2 X,

. B

BRF(FEHNEHEAHR)

— R ARG EFH

Ubuntu K88 P @ 45 R EE R R @ 3T free.nche.org.tw
EHMAL

- BHEEE

* sudo apt-get update ; sudo apt-get upgrade

2R e 20| T E

sudo apt install net-tools tmux htop iotop unzip
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Unity 33%% #l1t

BT / &gt = 248
8 R F3
n %%»%%e>%%aa
AHHE AL

)L,/?Z;‘i?éé ~BTRR

I

JER A

b ik 4

i [
o F{IIZ T X (Indicators)
- BRER MR

VM:
Weather‘
. Package : indicator-multiload

: Package : indicator-cpufreq
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BeR

o A TR IE /B 40/ HE TR

- Mgt - [Cul] + [Alf] +t e
> = <
- B : [Ctrl] + [Shift] +t adduser <account>
s A&

top : display Linux processes

— userdel [-r] <account>
LR

- df:

ps [afulx] I

free [-m | -g]: — mount / umount:
last : show a listing of last logged in users fdisk /gdisk :

who : $ sudo fdisk <device>
w : Show who is logged on and what they are doing $ sudo fdisk -1 <device>

watch : 4 %
o B IE — ifconfig [device]

- apt-get (apt) — dhclient [-v device]
$ sudo apt-get update - nslookup
$ sudo apt-get <install | remove | purge> <package> — netstat :

- dpkg - route :
$ dpkg [-1 | -i <package file.deb> ] FRF; %
$ dpkg -L <package> - systemctl
$ dpkg -S [pull filepath] - service

Free Software Lab, NCHC






A5 5ELLE - tmux

¢ bR AR

tmux : /£ — B &SHE T XI& % T 4 HATHIR (session) * EHAT

P49 session L AFHF A (detach ) ° MR A= #Hi24E (attach )

B 5T 48 4 1524 o screen Is
screen a -d

* tmux i% :C

screen

- %% : $sudo apt-get install tmux

M| F% session
- BLE : $ gedit ~/.tmux

- Tk
e http://drbl.nchc.org.tw/course.arch/my.tmux.conf

#unbind C-b

set-option -g prefix C-a
bind-key C-a last-window [cl-a+ LT EL (#

)

# Status bar 52
set -g status-bg '#000000" N
set -g status-fg white

set-option -g status-justify centre

[c]-a+c
|
set-option -g status-left '#[fg=cyan,bg=#{fff00] (1 #{session_name } [
[

cl]-a+ [c]-a

#[fo=tededed,be=#T00af] #(cut -d " " -f 1-3 /proc/loadave) cl-a + [number]

#set-option -g status-left '#[fg=cyan,bg=#{Tf00][#{session_name}]'

set-option -g status-left-length 25

set-option -g status-right '#[fg=white,bg=red] %H:%M #[{g=#000000,bg=#{I{T1T]
#(upower -1 $(upower -e | grep BAT) | grep --color=never -E "percentage" | awk
"{print \$2}") #[fg=default,bg=default] #(hostname) '

Free Software Lab, NCHC

cl-a+d
$exitl[c]l-a+k




Hello World !

-5 P [ 1
SialE [ | 0.72
$ ~C [ 1
$ ~C [ 1
s °C [ |113.976/7.54G]
g eC [
$ ~C
$ ~C
sl
1787 ceasar 20 0 34.4 3.0 12:21.08 cinnamon --replace
15261 ceasar 20 0 S 10.2 3.2 2:39.57 /usr/share/spotify/sp
bind r source-file ~/.tmux.conf \; display-message 1447 ceasar 20 0 244 14776 8.9 0.2 5:48.83 /usr/bin/pulseaudio -
unbind % 18201 ceasar 20 0 11568 4716 3324 6.4 0.1 0:05.16 htop
bind | split-window -h -c 18940 ceasar 20 0 400 196 S 5.7 0.7 0:00.79 /usr/bin/gnome-screen
1546 ceasar 20 @ 244 14776 S 4.5 0.2 3:30.51
unbind 15360 ceasar 20 @ S 3.8 3.2 0:48.95
bind - split-window -v -c 1552 ceasar 20 0 5280 S 318 N 7000 1T
15297 ceasar 20 0 S 2.5 3.2 N0:33 .30
bind h select-pane -L 14403 ceasar 20 0 S 1.9 5.8 1:42.42 /opt/google/chrome/ch
bind j select-pane -D 15361 ceasar 20 0 S 13328 024159
bind k select-pane -U 770 20 0 528 5692 S 1.3 0.1 0:01.07 fusr/sbin/thermald --
bind K clear-history 15286 ceasar 20 0 S B8 32 0:26:93
bind 1 select-pane -R 14443 ceasar 20 0 012 S 0.6 1.3 0:17.63 /opt/google/chrome/ch
bind-key * list-clients 15628 ceasar 20 0 884 S 0.6 2.3 0:12.95 /opt/google/chrome/ch
15635 ceasar 20 0 364 S 0.6 1.7 0:07.46 /opt/google/chrome/ch
15301 ceasar 20 0 S 0.6 3.4 0:36.84 /usr/share/spotify/sp
bind x kill-window 1841 ceasar 20 0 444 20364 S 0.6 0.5 0:23.42 /usr/bin/python3 /usr
bind X confirm kill-server 730 20 0 128 676 892 S 0.0 0.1 0:09.11 /usr/bin/dbus-daemon
14425 ceasar 20 [¢] S 8.0 5.8 0:17.08
set -g set-titles on 15415 ceasar 20 0 S 0.8 7.3 1:07.083 /usr/lib/libreoffice/
14449 ceasar 20 [¢] 012 S 0.8 1.3 0:15.73
1707 ceasar 20 0 692 10764 S 0.0 0.2 0:01.96 /usr/lib/x86_64-1linux
1662 ceasar 20 0 672 5984 S 0.0 0.1 0:01.35 fusr/libexec/at-spi2-
2419 ceasar 20 [¢] 876 132 S 0.0 1.0 0:02.79 cinnamon-screensaver
15310 ceasar 20 [¢] 784 186 S 0.0 1.2 0:06.18
setw -g mode-keys vi 15295 ceasar 20 0 784 188 S 0.0 1.2 0:06.88 /usr/share/spotify/sp
set -g default-terminal 13160 ceasar 20 0 596 184 S 0.6 1.1 0:20.44 /usr/libexec/gnome-te
set -g display-time 400 5058 ceasar 20 0 10880 4260 2956 S 0.0 0.1 0:06.85 tmux
set -g history-limit 100000 15339 ceasar 20 0 S 8:=003-2 00211
Fa. E5 F6 EZ F8 F9 F10

29,0-1 25% |F1 E2 F3

0.52 0.75 1.03 13:49 x1c
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& 45 FL L - screen

¢ S| RRAA

Screen : /£ —E&SHMT X4 % T4 #iTR
3%, (session) * E AT P 89 session Y A Fp screen
(detach ) » Faf& A E#7i& 4 (attach ) BP T — screen -Is
screen -r
- 4% . $ sudo apt-get install screen SCreen -X

* Screen i% 3T

- BLE : $ gedit ~/.screenrc ] F&  session

# Start message e screen -X -S [session] quit
startup_message off

 kill -9 [pid]; screen -wipe

# define 'caption’ and 'hardstatus’ screen & 37 %P
caption always "% {=wk} %{=KY} [%n]%t @ %H %{-}
%= %{= KR} %l %{-) | %{=KG} %Y-%m-%d %{-} " lc]l-a+c
hardstatus alwayslastline " %-Lw% {= Bw }%n%f %t%{-} % [c]-a + [c]-a
+Lw %= 9%0c:%s "
[c]-a + [number]
# define a bigger scrollback, [c]-a+d
defscrollback 102400 :
$exitl[c]-a+k
# Set default encoding using utf8
defutf8 on

Free Software Lab, NCHC



GParted : ##c 42| T

PR AR 46 B 6 Rt R %) T B > Parted #ER 53| B TR GG A% A~ @
- % # Windows / Linux /BSD/ Mac OS ¥ # % 4% &
- AR ER THAEBEY>IE (ERNIERAL) . - Jdevisda - GParted

GParted Edit View Device Partition Help
- HIRARIHE R AR R 3 Do esoca 3
- TRl e o

3 —ﬁ—}ﬁiﬁzé]\%ﬂ Fﬁ \j}iﬁﬁﬂ% ?g g—j}ﬂj ék‘ Partition File System  Mount Point Size Used Unused Flags

rﬂEJ fﬁ '@i }ﬂ 7‘]— i\\‘ Jdevisdal 1 Il exts i 6.00 GiB 3.49 GiB 2.51 Gig | boot

v /devisdaz 1 extended 2.00 GiB

- %% £ gparted e ' i S S
- /£ A Live B X
e LLive CD/USB

1.5 VM b A#HEE: 30G

0 operations pending

% gparted
AR RR L3738 92 B :sdb1:10G(ext4)+ sdb2: 10G(ntfs)
Bt sdbl 3 H A F A

- $ sudo mount /dev/sdb1 /mnt
- $ sudo su ; date > /mnt/date.log ; exit
-$1s-al /mnt/date.log ; cat /mnt/date.log
- $ sudo umount /mnt
GAE sdbl kR ARBEZEHELRAE L
BN Jetc/fstab 0 4% L B AR
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o HoomAkAt A - FHEE
WAL E) ~ RAEHIE B - K tree, pidgin , gparted, reiserfsprogs
- #T% pidgin
o HIEREIE
- FEN B B H
o 7~ VMware F #73¢ 525

A « £ gparted / fdisk 73|
B & (watch) BAAE F & .

e B4 screen B session « BAILE extd

- EQE% -2 | B & —
. 7> /mnt/mystorage
— Jvar Z R4 H & _ -

- At ip 4z
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frs8 T#%y ? 7fe T L@@y S35 THE% Ry
F A RATAE 7 X L4 7

- ADSL ~ El#8 ~ R4 ~ (£8 NAT) ?

48 3537 A8 R B ?

- R EE S REH - KBRS LFHR S BARE
=

ﬁﬁ@ﬂﬁ%%%%m%?
— http, https, ftp, Emalil....
#E) & T 18 B 4%, A AR IR0 0
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Eh S N

> %
R

W TR S L EEIE S SN Y EEET A EX T T
A > AT AL R 60 BTSSR R AR MR 0 AR R ~ BB A TR T ARk ) A
%o MBWAIERME RS 6 TMHBTAAY AL -

* 18K %
[ 3% 48 % (Local Area Network, LAN)/ & 3.#8% (Wide Area Network, WAN)
fn 25 (node)
IR & 4% (server)
Jl P 3% (client)
# ¥+ (Network Interface Card, NIC)
# ¥ /)-@ (Network Interface) _
4357 R X 36 4E  (topology) ADSL Zisi
K] (gateway)
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LAXKAEES T

HRE R

Hub/Switch/Router
EEARES [ RM23 / RS

BEsis (18

Zm

A

AR ) mREME
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i
A

A E AR R D

« B AR 5E AR = |4 [P

La}*crr
i ISO é(] OSI ,[:.}%, %7}% H | - Irei;t::m

Session

— TCP/IP . Layer

Transport

Layer

. OSI ’t}% 77"7[%7}%' P S Network

Layer

- W@zt '%i ﬁ}ﬁ S gﬁ VA ',E:‘ﬁi i) AC : Dﬁ;:‘ﬂk

Physical

= TCP/IP " ..J Layer
- R E % 4% (DoD)

- ARPANET(Advanced Research Projects Agency Network, = 3 #F
SRR ETCES

) - ) =2
- KM FEES
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OSI/TCP/IP S48 M 18 SR 2 e

0SI + & 4% TCP/1P

ERE
~IGE ERE

BN

IP ICMP

Bl fEat \ _ LAN : Ethernet, Token Ring ARP
I "

WAN : Modem, ISDN, ATM, Serial
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Network Topol
o B A IEEE E Ak SLROIR Py
tbﬁﬁlﬂ%{@ﬁ%\}b é%ﬁ\:r Host _, router —Router — 1OSt
HHE R EITRER - :
FHE 6y R A2 X3
i F i 148 B AT Data Flow

I I ARAE o ... process-to-process ' ication

T

M8 £ TCP/IP &A% : e—
EREE A E MR | o

ﬁi :f\: P)T ’fi )ﬂ f(zﬁéﬂ iﬁ Internet Internet Internet
7% (Port ) I

— Port of TCP/UDP
@ IP Fiber,

L—» Ethernet Satellite, Ethernet —
etc.

Free Software Lab, NCHC



« TCP

HTTP ( Hypertext Transfer Protocol ) / HTTPS ( Hypertext Transfer Protocol over Secure
Socket Layer, or HTTP over SSL * %2 #8 L F1% 8+ € )

FTP ( File Transfer Protocol ) #% £1&## <

POP3 ( Post Office Protocol, version 3 * #4<#54) / SMTP ( Simple Mail Transfer
Protocol * # B H{embh ) - Raxdpst

SSH ( Secure Shell * A A% XK AM £2 8 TELNET ) ° hoE2AR%

e UDP

- BOOTP ( Boot Protocol * S E ) » JERARBREE o

- NTP ( Network Time Protocol * ##- B M € ) » 485 F

- DHCP ( Dynamic Host Configuration Protocol * #) /& T #E & hx ) > HAEA B IP 42k o
« HAb

- DNS ( Domain Name Service > 3% %5 ) #4742 TCP 4= UDP # < Lt

- SNMP ( Simple Network Management Protocol * 2 #8#% & 32T ) » 78 F R
e tR ik 32

— ARP ( Address Resolution Protocol * 12 ht##AT# ) » M A8 R ARAT T K #8 AR Y 69 4% bk
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8 3% JX AR A - TP/Subnet

« IP ( Internet Protocol ) : #FR 4% € . FAHIFE A
- ZF&LE AR LA - ifconfig
- W ERRA : [Pv4, IPV6 — ipconfig
- IP(v4) * E.g : 192.168.101.21 - route
« AR BA B ~ P )
N . ‘ Tracepat
| AR R * Ubuntu 12.04 FELK net-tools £
- ZABARF &AL R M #
* Class A: — $ sudo apt install net-tools
* (Class B:
* (Class C:
* NAT(Network Address Transfer, #8#%4% ik 4%k ) , -
- MRIRIPvAALAEAE 9B R A (Eam £ o IPv4 ik § T AR ? \
Bt 2320 #5429 1%) |
- 1R % %4 > fail over
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48 8% 5 AL - Route/Gateway

[ i (gateway)
- HE LA IR B R A 04 R B B ELE
* % (route) - route

— R G R TR B B A E T B ) Bt B - tracepath
/f(l(

© IKE
~ %% '@ Z 1R ?
« —R#TARA XM IP?
- Hm I (BIRME%NE)
« ¥ —FliE /Rl |
- AT (RIRI A LG EB @) Q
« S KB/ SRE )
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48 3% IR AR & - DNS

* DN /FQDN /DNS

DN #43% % #% ( Domain Name ) / FQDN 7 % #83% % ##%
( Fully qualified domain name )

e tyc.edutw HLE T B F A
* www.rhps.tyc.edu.tw 4=%= B /]» ¥ 3R 44
DNS ¥.% A #%. (Domain Name Service)
B4 B R o FBAEREK
« FQDN <--> [P
« EfF | R
- AR X
- EAGH TEZHRLH EER
- Linux € 1&# /etc/nsswitch.conf 48 £ 898 £ A ik L
FRHT 898 5
* hosts: file nisplus dns
* &3t
- FQDN $£ IP & 1#1? 1%#% 7

- BH & * Video: PEMM@HEEL : B RXRBE X ITEME?
— Jetc/hosts J i& https://www.youtube.com/watch?v=dpKb8uEMPEY

Google serve
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http://www.rhps.tyc.edu.tw/

iz G-y NE e - ey

e L FTIIP ?

— $ ifconfig / Windows T :$ ipconfig

— $ ip address show

« BB &3 DHCP ATEEZIP
— $ dhclient [device name]

« HaRER T
- $route

— $ ip route show
© hofTHEZE EAMAEIAT DNS RF ?
— sslookup | dig
— systemd-resolve --status
— cat /etc/resolv.conf
« Hn R h
— tracepath

— traceroute6

o SEEAH . ¥ AL A dnsmasq
$ nslookup www.nba.com

Server: 127.0.0.53
Address: 127.0.0.53#53
Non-authoritative answer:
www.nba.com canonical name = nbaevsecure.edgekey.net.
nbaevsecure.edgekey.net canonical name = e737.dscg.akamaiedge.net.
Name: e737.dscg.akamaiedge.net

Address: 184.86.235.84

» ¥ %1% dnsmasq
- B
* /etc/NetworkManager/NetworkManager.conf
- R4
* #dns=dnsmasq
- E#7%% network-manager R
* sudo systemctl restart network-manager.service
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L = 1B
XA :

. # /etc/network/interfaces
— /etc/network/interfaces auto lo

— Jetc/resolv.conf iface lo inet loopback

— /etc/netplan/99-netctg.yaml # The primary network interface

L 42 2 7] auto ethO
iface ethQ inet static
address Address 192.168.43.13

netmask netmask 255.255.255.0

gateway gateway 192.168.43.254

nameserver dns-nameservers 168.95.1.1 8.8.8.8
£RRE
- K% @M
* $ sudo systemctl restart networking
— Ubuntu 18.04 (Bionic) / Debian 10 (Buster) X &

* $ sudo ip addr flush interface-name
* $ sudo netplan apply
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4 ¥

« AR W

e VIE % IPaddress 2 1]

network:
& BRER BER
BB renderer: networkd
B =9##ESF0:14(98%)
* XTAE . /etc/netplan/99-netcfg.yaml

— YADHCP IP address & 15|
network:
version: 2 dhcp6: no

renderer: networkd addresses: [192.168.100.**/24]

ethernets: gateway4: 192.168.100.1
enp0s3:

version: 2

ethernets:

enp0s3:
dhcp4: no

nameservers.

addresses: [168.95.1.1, 8.8.8.8]

dhcp4: yes
- ERHRE
— $ sudo netplan apply
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4R 75 AR N a5

- dns 33 % EEE
- ping A A
. A th T Y IR
_ ;{"F&;{‘aﬁ;‘{iﬁz Z% 1 exe, Jjps,

SCr
_%ﬂﬁ@/%k##Tt A—R7
- ETALE NAT/ B K i b 48 S 48 0%
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gﬁé( 23 %

e XRIBAYEN IPv4 894 AEZ ?

e LB E NBA T #6242 www.nba.com 2|89 F B
W IEAZHE  (IPv4) & 7

e IPv4 & 211.73.649 89 4% » LER AL ?

1
o RIEEN IPv6 dYfLhb ?
e Linux Y4 4= F IPv6 ?
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/le—fl rp H LA e
' T( 'f ‘flwll

’ a .Ii

Session 2
3 I k“
z“%é’é;y’i |




48 25 IR 75 AT IR AR

R RZZTE
1% AT A2 ¥
S 7T 42 I
4w 7] 3% T
Fl P 5% 4adeT 48

iptables, tcp wrappers

B e N

Internet

&
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frlARanas i fiF
http, ftp, samba...

:

PEPIRAATE R
SELinux

'

TR SR R




— VNC ~ noVNC
— Webmin
* LAMP R4
— Apache2 + MySQL + PHP
- MySQL +phpMyAdmin

i EYE

— Cloud Storage

— Samba
- FTP
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SSH (Secure Shell) &5 8N » B RMEBE L RAUALFREXE
# Linux £# o BA Linux £ % »X OpenSSH(OpenBSD Secure Shell)
RERH o

Why :

— Telnet 1% Fl BA#GEATR8 > Aag FRA
1B

~ iR

- X AR B AR AR MARRIE 7 A\

- RBR4ERwm

- TEEMEmFEGMRfLLAE
S C A

— openssh-server
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4

— $ sudo apt-get install openssh-server

X E A% © /etc/ssh/sshd_config

— Port 22 - 6622

— PubkeyAuthentication yes

— PermitEmptyPasswords no

— PermitRootLogin yes — no

— Subsystem sftp /usr/lib/openssh/sftp-server
2y

— $ sudo systemctl <start|stop|restart> ssh.service
wmE

= $ sudo netstat -tlpn | grep ':22'

A ARAE R
— ssh [-p port#] account[ @ssh.server.host]
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OpenSSH- Al 7 s& 1%

« F :‘%’69)1;/?7}% "‘/.SSh/COl’lfig #H ~/,ssh/confjg
— (BOL R - i host pc
T S a Hostname <ip>|<FQDN>
- ﬁ;\%lﬁ : 4&5/)% A E—#&/g A rl’%’ff}% > port User username
o MAERILF X, Port 3322
- TR/ B AR
- 4L
o AR AR AT Fodm N B BHIE
- & £ B A48 (.ssh/id_rsa.pub) ~ #44& (.ssh/id_rsa) : ssh-keygen
- 4w A B e £ ssh server 2 E A& ITEY  ssh/authorized_keys 43
2P
e ~$ scp ~/.ssh/id_rsa.pub user@ssh.server:~/.ssh/authorized_keys
o 3K : ssh user@ssh.server
o BT E ~$ ssh-keygen

~ Linux : ssh Enter passphrase (empty for no passphrase)

- MS Windows : pietty ANEig AT 0 B % Enter

~$ cp ~/.ssh/id_rsa.pub ~/.ssh/authorized_keys
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SSH client @ Widnows

B8 PUTTY Configuration

Categony:

[=)- Session Basic options for your PuT T segsion

+ Logging Specify the destination you want to connect to

. El Terminal
[ ] Putty | Pletty - Kepboard Host Mame [or IP address) Port
el [ |[22
- Features Connection type:

— https://www.putty.org/ e e | Lot Offean O35 Oerd

Load. save or delete a stored session

- Behaviour -
- Transglation Saved Sessions

— https://sites.google.com/view/pietty-project ~Sokcion |

Eolo_urs Default Settings Laad
- Connection 0028 -

Yo T F) B ssh key AT B FHE A = o

- Rlogin
H- 55H

¢ ‘L ')E]\— : puttygen - Seial Cloze window on exit:

(O dlways () Mever (®) Only on clean exit

— E 4 ssh 2 ~ 45 - -
= E putty| piet’[y “F' [«E A AL 5% &P PuTTY Key Generstor

File Key Conversions Help

Key

- j% \é]\? ,fﬁ 7"]%. /L\\é‘v/-j-mj\ Ii] g ﬁ 7;/:\ ~ / . SSh / authorized_keys Please generate some randomness by moving the mouse aver the blank area,

Actiohs

Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key

Parameters

Type of key to generate:
RS54 D54 ECDSA EDZ5513 S5H-1 [R54)

MNumber of bitz in a generated key: 2048
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OpenSSH 228 [How-to]

TAFER RAFTFERIET I
- e.g: RAFE 241 XAk

RAAFF root BA

— /etc/ssh/sshd_config

(R =T B B 4

— /etc/ssh/sshd_config

(R ] ¥T 7 B 5 AR R

— TCP Wrapper

— iptables

F P FAKE IR port K

— /etc/ssh/sshd_config
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OpenSSH- %4 /& 2] [Sol.]

g

X A% /etc/ssh/sshd_config
TRFEEN RRFE &R XA
— PermitEmptyPasswords no
— PasswordAuthentication no
R AFF root BEA
— PermitRootLogin [no|prohibit-password|yes]
MR =T & A 2% 41
- DenyUsers test // IR %! test 1% & & 4% & A\ SSH
— DenyGroups root www // [&#] root & www #% 41 B 4% 5 \ SSH
S R TFAZEIE port R
— Port 9922
IR =T 75 B 48 3% 2R R
— TCP Wrapper

« JZB] : $1dd /usr/sbin/sshd | grep wrap

libwrap.so.0 => /lib/x86_64-linux-gnu/libwrap.so.0 (0x00007faa67b53000)
« XA Jetc/hosts.deny
—sshd: ALL EXCEPT 140.110.
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OpenSSH 1 % 1% X (port forwarding ) M %

JA3& @ MRAS AR b KGR 30 (UNAT M) ~ R38R 4% B 2L
&% . v ssh B E 36 1 24~ & ~ T A firewal INAT 3%
R4 : S3E client &4 ssh client & sshd
2 RAE
- EHXFE - £ AKK port BIR i E @M E N ssh AR E B K RFF port
« Mg :
- 1#%3% ssh *T3RAT » {2 484% A 69 IR FF (port ) R A
- ¥ Ae A 8 IR A A A W e R
e 184 : @ client &4
—ssh -4 -L [client_startup_port]:localhost:${server_port} -N -f [ -p server_ssh_port]
[server_user]@[server_host]
« 5 ssh F% % vnc 2#
- $ ssh -4 -L. 6623:localhost:5900 -N -f -p 22 [id]@[vnc.server]
- R@ X F & : #HIN3RH port £ ssh &R 5 4R ShF T AL F A BT RS
« iz :
- MR TR A TATINNREL (£ KK - NAT &) REME IP THEED
o 184 1 W server %A A
—ssh -NfR -p [client_ssh_port] [client_startup_port]:127.0.0.1:[server_ssh_port] [client_user]@[client_ip]
o 2XFIMER client 7722 port R & F % E NAT A E#=Z ssh
—ssh -NfR -p 22 7722:127.0.0.1:22 [id]@|[client.ip]
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q51 |
4

A Fl #4689 SSH server 3% i ~/.ssh/config
f5-7X B & SSH server B & TCP port & 9022 i )8 ssh 484
)

RPN

i 58
o FHKFMNEH—E SSH server #| Al SSH NMaHR T £ %K
BHEN %})\f]’%%’)}‘fﬁg sshguest
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“% B 14 AR % -Apache "

MEARES R WWW(World Wide Web) JRF » AR L HAZ KB Z  (Hyper Text Markup Language,
HTML) 7# ARELF ~ B - FBRAREFTFLEBANE > 2ARE L (Hyperlink) #975 XEAT # B

Server : IIS ~ Apache > Nginx,...
URL (Uniform Resource Locator)

http://free.nchc.org.tw/pmwiki/ ST
i 51 ey, o = TR R

i

T 5 = FEIT
iﬁ%)g g i Hmlflljllr:u”m 1L
- AR S <
s 4R PHP #2

HTML (HyperText Markup Language) VTR TR
Source: http://linux.vbird.org

- T

- W3C #&#
Apache 1% %5

- = 3kAg

- X% FE%

~ XIEF S WUt
- XA
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Apache(cont')

%k B % A% : apache2

KA/ B4k ¢ Jetc/apache2/* #/etc/apache2/sites-available/default
gage <2 cont <VirtualHost *:80>
DocumentRoot /home/www

- /variwww <Directory /home/www>

PR F A Options Indexes FollowSymLinks MultiViews

AllowOverride All

Order allow,deny

allow from all

— sites-available/*

— sudo apache2ctl configtest

R FRAS

— $ sudo systemctl restart apache2.service
#£=% TCP port </Directory>
- ~$ sudo netstat -tlpn </VirtualHost>
F P s

— GUI : Chrome -~ Firfox : http://localhost/
- 45T A lynx

% % Apache 1% B %

- $ sudo mkdir -p /home/www

~ {52 F T4 : Jetc/apache2/sites-available/000-default.conf
- EHH/AIRF; : sudo systemctl restart apache2.service

- 15 # A : gedit /home/www/index.html
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bt. =L

Apache i[53 €

* MZUL R A B4 : MU R A %S 8 o4 8 IR
- T /etc/apache2/mods-available/userdir.{conf,load}
- BRERATEHA
* $ a2query -m [module_name]
- B4 :
* $ sudo a2enmod userdir; sudo systemctl restart apache?2
* $ a2query -m userdir
- R FHFZL ~/public_html A4k
- M A . http://localhost/~userid/
o XM HTTPS %4 i 4 (TCP 443)
- R
* /etc/apache2/mods-available/ssl.{conf,load}
* /etc/apache2/sites-enabled/default-ssl : . % 157 DocumentRoot 14
- e
e ~% sudo a2enmod ssl ; sudo a2ensite default-ssl ; sudo service apache?2 restart
- #|% : https://localhost/
- #EZ& TCP port: ~$ sudo netstat -tlpn
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& A B A% ] 3

#E3%  AccessFileName /&P

Apache %

— $ cd /etc/apache2/ ; grep -ir AccessFileName *

_apache?.conf:AccessFileName .htaccess
(5bZ B F#H E D RFF)
— sudo systemctl restart apache?2
ES &L

— $ sudo htpasswd -c /etc/apache2/htaccess.user.passwd
[username]

% 8 /home/www/.htaccess
J/Eaﬁl‘ﬁﬁc/i H 5% ‘k(/}"‘ z:/f‘ FL
- IP & BAZH|
EAEHET R &R
htaccess & % &

— http://www.htaccesseditor.com/tc.shtml

Options Indexes FollowSymLinks

AuthName "Please enter your ID and password"

# allow to access /guest/*

SetEnvIf Request_URI "(/guest/.*)$" allow
# allow to access /info.php

SetEnvIf Request_URI "(/info\.php)$" allow

#order deny, allow
order allow,deny

allow from env=allow
allow from 192.168.
allow from all

# IP access control

deny from 172.15.23.9 # For single IP
deny from 172.15.23 # For class C
deny from all

<Files ~ "A\.(htaccess|htpasswd)$">
deny from all
</Files>

EEER
http://192.168.43.106 A 5% A IRSTHES © IL4A05H: TPlease enter your ID and password
prEaE: | |

BEE:
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PHP

« PHP (Hypertext Preprocessor * #8 U FTA R E X )
- server-side X #4255 » @ R A #B B 37T 4k A HTML F4& F » 47T 285 4F
B —RAZ X EES
LAMP (Linux + Apache + MySQL + PHP) R Py L 2 AR FEFHEM AL LT

)

~

K

£3
- 21 %A% : libapache2-mod-php (apache2-mpm-prefork)
- REH

* /etc/apache2/mods-available/php7.0.{conf,load} # info.php

* /etc/php5/apache2/php.ini gl;pinfo();

<?php

— kK5

4 5 % — X php #% £ : info.php

# AL http://localhost/info.php # allow to access /info.php
SetEnvIf Request_URI "(/info\.php)$" allow
- & 2157 .htaccess
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http://localhost/info.php

PHP ( 322 )

php.ini ¥ % L& <
- BE L
~ file_uploads = On|Off ; A FF Li%4g £
upload_max_filesize = 2M ; A3 L1894 £ R K size
upload_tmp_dir=""; LR KT HF A& » R ABTAXGTHAE /tmp F
max_file_uploads = 20 ; — X 7T XA L4& 897 K45 K&
post_max_size = 8M ; £ ] POST L1289k K &Ht =
* upload_max_filesize $Z post_max_size %4 & #H ; LI1FIE L 8F » R A XA E post_max_size
G A3 IR 35 45 B
« $h3RTsE
— display_errors = On|Off ; /= %8 B #8 77 #4323 &
— log_errors = On ; M 85383 &304 £ 48 2

— include_path :php B 2y A 894% B 4%
— extension_dir: php extension #& A9 B %k
* B [ (timezone)

— date.timezone = "Asia/Taipei"
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IR | E M B AR

. Uptimerobot :

BT LT B
%ﬁE /N 2 /:‘_; ézn

https://uptimerobot.com/

P

* HTTP(s): &AL web service
* Ping: #£#® ping & %

5 F MIRF » it

* Port: 3 port BRI
(keyword)
&

- /& uptimerobot & = —#Z K
web JRFF ik o & Z= 69 B AR 2h A

UptimeRQb(')t Upgrade  Dashboard My Settings

+ Add New Monitor

(7 57 PC.120
28 7 SCIDM -
= il Uptime
(703 (7 OSMNCHC

100% [ np [l )

(3 [ iam-LDAP service

X3 (73 Free

CJsciDm
A place to find all the details about your monitors

(@ New Monitor

Monitor Information

Monitor Type * Please Select

HTTP(s)
1t Select "Alert Coni Keyword
Ping
Selected: 0 of 3 (hide). Port
Type Alert Contact
= ceasarsun@gmail.com
a CellPhone
[z FSLab

New alert contacts can be defined from the "My Settings” page.

Please Select
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Log %4k /9%

AR sHde 2 amg TR
o B IY B EZIAGRN AR A4S

- syslog

— dmesg

= auth.log

AG B EREARR

- 28K T : /etc/logrotate.conf
» ¥A Apache2 log & %!

— /etc/logrotate.d/apache?2

- FAEUAE A FEAL ; BRAREK

- Apache2 H 4%

e /var/log/apache2/{ access.log, error.log, other_vhosts_access.log}
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Log %4 /24 - vt Apache2 A #l

Apache B 6482 #7 46 T B
s WBhE I EHikbEE R A HE AR B 25,
e 2HZH : Go access

— $ echo "deb http://deb.goaccess.io/ $(Isb_release -cs) main" | sudo tee -a
/etc/apt/sources.list.d/goaccess.list

- $ wget -O - http://deb.goaccess.io/gnugpg.key | sudo apt-key add -
— $ sudo apt-get update ; $ sudo apt-get install goaccess geoip-database
« T
— $ sudo mkdir /etc/goaccess.conf.d/ ; sudo mkdir /home/www/goaccess
— $ sudo cp /etc/goaccess.conf /etc/goaccess.conf.d/my-apache2.conf
— $sudo vi /etc/goaccess.conf.d/my-apache2.conf
time-format %H:%M:%S

date-format %d/%b/%Y

-format %h %[ %d: %t %] "%r" %s %b "%R" "%u"
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Log %4 /24 - vt Apache2 A #l

© FRARE H B
— $ /bin/zcat -f -q “find /var/log/apache2/ -name "access.log*" * | /usr/bin/goaccess -a -p
/etc/goaccess.conf.d/my-apache2.conf -o /home/www/goaccess/index.html

© HARM
— http://[ip]/goaccess/
- HFHRIEAL
# goaccess for my Apache? site

102 *** root /bin/zcat -f -q "find /var/log/apache2/ -name "access.log*" * | /usr/bin/goaccess -a -p /etc/
goaccess.conf.d/my-apache2.conf -o /home/www/goaccess/index.html




A 2

s MAREBHGHBXEAREEELAL

« X &ML EELL (mysql 77 mysqladmin) ~ # B & ¥ L & (phpMyAdmin)

« JERAA X Ti# % ODBC R ADO 7 & » & W% Al MyODBC $ MySQL % #} & i¢ 4%
* PHP T #% i PHP 9 MySQLi 2. mysql #2 48 i 3%

oz AE

S

« & : mysql-server, mysql-client, &% #42 F F %X € mysql F root I % #5

$ sudo apt-get install mysql-server
75 B R A5

o $ sudo systemctl start|stop|restart| status mysql

oo

X A% ¢ Jetc/mysgl/my.cnf
E A& : /var/lib/mysql/*
#E 3% TCP port (3306)

$ sudo netstat -tlpn
W47 A

=l $ mysqal -u root -p
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MySQL- % fl 45 4

g 11
7 TR AR jk B

— mysql> show databases; . “J‘?fﬁ i“é
b AR VoA
- use [DB-name]; 7H'/§
WAL E AR F PT A &4 (Table) . A
— mysql> show tables; ¢ %ﬁ i“'é}' friend ﬁ*j\}
WA & . .
— mysql>describe [tables-name]; ¢ 7},{'}’? XE%#&;@ ;t‘ I*] /"Z,‘\’
)3k B R AT A A B

— mysql>select * from [tables-name];

i AR

— create database [new DB name];

mysql> create yellowpage;
AR
— Mysql> create table [table name] ( & #} & & 44);

mysql> create table friend (id int(3) auto_increment not null primary key, firstname char(8),lastname char(8),

yellowpage

AR mysql
— Mysql> quit;
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#3% MySQL /MariaDB ¥ #) superuser

* sudo mysql -u root

MariaDB [(none)]> CREATE USER 'myname’'@'localhost’' IDENTIFIED BY
'your-password@mysql';

MariaDB [(none)]> CREATE USER 'myname'@'%' IDENTIFIED BY 'your-password@mysql';
MariaDB [(none)]> GRANT ALL ON *.* TO 'myname'@'localhost’;

MariaDB [(none)]> GRANT ALL ON *.* TO 'myname'@'%";

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> SHOW GRANTS FOR myname;

exit
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mailto:'your-password@mysql
mailto:'your-password@mysql

PhpMyAdmin

php

* VAPHP &L #¢ > A Web-Base 77 AR A& #35 T L6 MySQL 9 HAH R B LA » REH
# =T /| Web /@ & ¥ MySQL & #t &
KR
£/ : phpmyadmin, ®K @R F FEE web server (#LF £ 934 T phpmyadmin & 2 #
%)
755 IR
.
X 4% : /etc/phpmyadmin/apache.conf, /etc/phpmyadmin/config.inc.php
¢ &
— http://localhost/phpmyadmin 2 http://[server.ip]/phpmyadmin
1€ H  count(): Parameter must be an array or an object that implements Countable F]*2

— sudo sed -i "s/|\s*\((count(\$analyzed_sql_results\['select_expr'\]\)/| (\1)/g"
/usr/share/phpmyadmin/libraries/sql.lib.php

o $ sudo systemctl restart apache2.service
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R

* Jw T[R4 phpmyadmin

Sol 1 :
— /etc/phpmyadmin/apache.conf

<Directory /usr/share/phpmyadmin>

AllowOverride All
Order deny,allow

Deny from all
Allow from 192.168.5.0/24

</Directory>
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¥ 3% % 7 (Cloud Storage)

NAS(Network Attached Storage) #83& fif n it 75 » & —42 & P16
AAE G EAT L e T A BB ENGMEI% La > %
EH @A R # BT B XNEH A BIRF o

ARSI A AR ( QNAP ) ~ $LAFEFE ( Synolog
y ) ~ R (XA E-F 3] > Thecus

X8 . B4R % 7% NAS/Cloud Storage A% > 4o :
FreeNAS ~ Openfiler ~ ownCloud ~ nextCloud

#= . SAMBA, NFS, FTP...

SAN(storage area network) /& BRI » £ —A8id ik
ShEfh A R B AR IR 3 8 /AR o IRH 45 L BAR 18 HAT
HERIRT| ~ BLRAR ~ RBRAR GG EAEBAMTETER -
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NextCloud

* Nextcloud £ — & R AE 2 WRAEEREG T P 55 — 15 IR 35 3K FY o
— https://zh.wikipedia.org/wiki/Nextcloud

Interest over time ® ownCloud ® Nexicloud Seafile
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https://zh.wikipedia.org/wiki/Nextcloud

NextCloud %%

© A4
— https://reurl.cc/OqQONy

0 Server Desktop

There are several ways to get your own Connect to your Nextcloud with our clients for

Nextc lOUd HU b Nextcloud for you and your data. Windows, macOS and Linux.

BL4/QREH=E E———

Free Software Lab, NCHC

n

Mobile

Use your Nextcloud on the go with our Android

and iOS apps.

Mobile apps




i EERERSE

admin

LAL LI R LA Ll Y]

(R 7722 A R0 I -

BHEEFUE

Jvar/www/html/nextcloud/

HmESHE
% MySQL/MariaDB BI{EF 221 B A

18R PHP IREBZREREtERE K S
B RN ~

nextcloud

SRR RRRRRRRR

nextcloud

localhost

s AR EEEBRETHATE - (Fl :
localhost:5432)
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OwnCloud # & @

fERERE s EFEH

S 2
m FRaiEE

® i
* BE
< 9= Nextcloud Manual pdf B Nextcloud intro.mp4 ﬂ Reasons to use Nextcloud.pdf

RiFiEE BiiEHE BiitEs
@ EE

=8 1EERB5Rg
Documents 2 minutes ago
Photos 2 minutes ago
Nextcloud.png 2 minutes ago
Nextcloud intro.mp4 2 minutes ago
Nextcloud Manual.pdf . 2 minutes ago

Reasons to use Nextcloud.pdf 2 minutes ago

El4tE

16.8 MBE#H
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OwnCloud # & @

o000 O m @ 4

m FEEE
@© a8
* BE

<& OF Nextcloud Manual.pdf Nextcloud intro.mp4 Reasons to use Nextcloud.pdf
> =
TR AR E T AREE
¥ EF®

LiE (R GEdE
Documents . 2 minutes ago
Photos 2 minutes ago
Nextcloud.png . 2 minutes ago
Nextcloud intro.mp4 2 minutes ago
Nextcloud Manual.pdf 2 minutes ago
Reasons to use Nextcloud.pdf 2 minutes ago

]kt

16.8 MBEER
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i¢ 5l NextCloud

4 8 1¢ A
738  user
- R ER AR
« APsmtgERY
2% NextCloud A P 3% T B

Nextcloud ZiFHE=E

Q

R0 -RIEE - -2 SR

{457 Nextcloud
E7E Nextcloud fFIRES

EErTE -

Host your own server

* https://nextcloud.com/install/#install-clients

- BATR W
* BRARXTRLEK
— Gallery
— Audio Player
— ONLYOFFICE

— Checksum

Nextcloud EigHEE
#4399 Nextcloud
HEAMRECRE
@ o EABESEFERNRESE(Y) (17 MB)

. v BRFF AR R ENEERAERESR | 500 < MB
v EEFEFEnERES
EEEFFHEE

/home/ceasar/Mextcloud

AR (L)
HisER D208

TREEERRERS | | <BE({E) EiSm...
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SAMBA

© WA E ARG —HE

- W3 I AR

- NFS

— Samba
* 5P

— 9 F A FHL R

- PRITBAHIAIE ¢ B 45K

- A8 %7~ MS Windows #¥5 55 A1
A

— Samba
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sudo apt-get install samba smbclient

2

. /etc/samb/smb.conf

— $ sudo mkdir /home/smbpublic

= $ sudo chmod -R 755 /home/smbpublic
B 2R3 T A

- $ testparm

R B IR 75 3B B K AR

— $ sudo systemctl restart smbd.service

— $ sudo systemctl status smbd.service

(For public)

e smbd.service - LSB: start Samba SMB/CIFS daemon (smbd)
Loaded: loaded (/etc/init.d/smbd; bad; vendor preset: enabled)
Active: active (running) since H 2018-08-12 22:19:58 CST; 24s ago

R P 3%

— nautilus
REEGARE

~ $ sudo smbstatus

Samba version 4.3.11-Ubuntu

Free Software Lab, NCHC

# /etc/samb/smb.conf
[global]

[smpublic]

path = /home/smpublic
browsable =yes
writable = no

guest ok = yes

read only = yes




# /etc/samb/smb.conf

SAMBA cont’ (For private) [smprivate]

path = /home/smbprivate/
%7 TSP LR AR browseable = yes
guest ok = no
writable = yes
valid users = (@sambashare

— $ sudo adduser --disabled-password smbuser0O1

— $ sudo smbpasswd -a smbuser01

=l $ sudo chown -R .sambashare .
- +
$ sudo chmod g+wr . = e =

A AT 5 BL smbprivate Z B 41 B sinbpublic = HEA i
@ smprivate - EEE A

- $ sudo gpasswd -a smbuser01 sambashare
,EII] g}{::;g; /"i 7}%";’ S ESE drblsrv £ smprivate EE®E

BRSS B&(A)
— $ testparm o BRMERE(S)

ﬁgﬁ_}g?j] }]&Zz}% {EREE(U) | smbuser0l

— $ sudo systemctl restart smbd.service ki

& A7) HH & TEF) | 0000000000

- FTE 24 ¢ cifs-utils TSI
o slETEEIEHZA(L)

- A A ZBHRBE : ~$ sudo mkdir /mnt/tmp MAREEE)
. ’fﬂ‘ﬁ . BUA(C) EER(N)

$ sudo mount -t cifs -0 username=anonymous,password="//drblsrv/smbpublic /mnt/tmp

$ sudo mount -t cifs -0 username=smbuser01,password=[passwd] //drblsrv/smbpublic /mnt/tmp
AR ALBE B,

— $ mount | grep cifs
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SR H A2

& if‘ﬂﬂ B SAMBA %~ F 8342 //server/smbshare * & 1%
=T & g HE TR

Free Software Lab, NCHC



5 21213 R & (FTP Server)

FTP(File Transfer Protocol) & il 7/ #8#% L4745 %@}ﬁﬁ by — B AR
BVhak o TARAL T IF e 515 90 AL TCP 21 REiEH| o M PTH 69
FTP Server » A —3 Z IR P o BATAE %‘:L%ﬁ%’l“ﬁﬂﬁ
ORE RS

% L9 FTP server : PureFTPd, ProFTPd, vsftpd

o AE F o A X o
- 2K o
B N Ml
1% & A

- H BHRI% (Real User): & & #IRIK

- 7 % (Guest) : FTP 33T & #EIRIE

- BEZ &AM F# (Anonymous)
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Pure-FTPd

s> HE .

¢ X
- &4 4% A : pure-ftpd
A /B

— /etc/default/pure-ftpd-common

— /etc/pure-ftpd/conf/*
- BM& LT E : pureadmin

753 IR A

— ~$ /etc/init.d/pure-ftpd start|stop|restart
o

- ~$ sudo netstat -tlpn | grep 21

J P o

- Firfox, ftp://localhost/

- 47 TR lynx

Fa3%1% Al Real User B A ‘ ﬂ_]l’EFTPa/

" A secure FTP daemon
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Pure-FTPd ( AFFE L EXN)

RFBLEA
« BEF T
— ~$ echo "no" > /etc/pure-ftpd/conf/NoAnonymous
e ftp TRI% (Pure-fipd AX R EX A& fp TRILEATE L BN)

— ~$ sudo adduser --system --home /home/ftpuser --shell /sbin/nologin --disabled-
password --disabled-login ftp

TAED)
— ~$ /etc/init.d/pure-ftpd restart
B3
- EBALTAREABEK T AL
e ~% sudo touch /home/ftpuser/welcome.txt
— Filezilla 3x . P& : [BZ | » #4 » #ERLE A /£ welcome.txt
A NI

— ~$ echo "Welcome to FTP server !" > /home/ftproot/.banner

- W PureFTP/

" A secure FTP daemon
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Pure-FTPd (Advanced)

© REEHIRIE
3 Ik AR ) B BT R AR 69 2 B AR R S (fp) $2 K B 4%

* sudo adduser --system --home /home/ftpuser --shell /dev/null --disabled-password --disabled-
login ftpuser

B sk B R T HETIR
* sudo mkdir -p /home/ftpuser/joe ; sudo chown -R ftp.nogroup /home/ftpuser/joe
F7 38 i B4k A %
 sudo pure-pw useradd joe -u ftp -d /home/ftpuser/joe
3 db ##EZR /etc/pure-ftpd/conf/PureDB F &+t 5 /etc/pure-ftpd/pureftpd.pdb
 sudo pure-pw mkdb /etc/pure-ftpd/pureftpd.pdb -f /etc/pure-ftpd/pureftpd.passwd
AeX DB AEH X ER T TP
* sudo In -s /etc/pure-ftpd/conf/PureDB /etc/pure-ftpd/auth/45puredb
#EZZ  [etc/pure-ftpd/conf/MinUID ¥ &89 & fa b ftp 89 UID i# (4= . adduser --system &
UID % §FARM), FPARERER & ZBEAN
T35 %) pure-ftpd service
» ~$ sudo /etc/init.d/pure-ftpd restart

W) PureFTP/

" Asecure FTP daemon

Free Software Lab, NCHC



Pure-FTPd (Advanced -2)

* AFFAEFIRE T Symbolic Links
- %% /etc/default/pure-ftpd-common

* #VIRTUALCHROOQOT=false
* VIRTUALCHROOT=true

- FA/EY pure-ftpd service

* ~$ sudo /etc/init.d/pure-ftpd restart
© BB AMTRITIE R

WL Tl
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Pure-FTPd ( %3] %)

o EZAA N

AnonymousCanCreateDirs no

PR IRIR

P e antlpload yes — PureDB /etc/pure-ftpd/pureftpd.pdb

— PAMAuthentication yes
AnonymousOnly yes

— UnixAuthentication yes
NoAnonymous no

AnonymousRatio 110 ( 1%/ T#H %)

— CreateHomeDir yes
— MaxDiskUsage 99

AnonymousBandwidth 8 o 7B TRARAE

o %4248 B
PassivePortRange 30000 50000 - DisplayDotFiles yes
MaxClientsNumber 10 - TrustedGID 100

— ChrootEveryone yes

MaxClientsPerIP 3 — AntiWarez yes
MaxIdleTime 15 — Umask 177:077

UserRatio 110 (All User E1%/ T # %) ProhibitDotFilesWrite yes

UserBandwidth 8 ProhibitDotFilesRead no

MinUID AutoRename yes
o JRF4k AutoRename yes
NoChmod yes
KeepAllFiles yes

NoRename yes

— SyslogFacility

— DontResolve
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