AV A2 F MR

N

Clonezilla B4 & i5onts

N

HAR 5N

http://drbl.nchc.org.tw, http://drbl.sourceforge.net
http://clonezilla.nchc.org.tw, http://clonezilla.org

B R &k s S
National Center for High-Performance Computing (NCHC)
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BRI H
o MEFM . Windows 7 ****yBox
o FRAEGEB/E : http://192.168.88.85/0724/
- RAZBRAEAE  drblserv.ova
« BB E Virtualbox
- vbox : 16G HD, NAT+intnet, 2G RAM
- VM &% : drbladm/ilovedrbl
o HAFFHE/E M host machine 485 55 AR

- %% Windows TkI% 'user' £ :user@123

=n

- R T WA F . E:/partimag

- ZE ASUS I boot device menu: [F8]

Free Software Lab, NCHC, Taiwan



http://192.168.88.85/0724/

BT A - 4R 30 (Ceasar Sun)

o R BEZBERMAIFEFC % E
° §§E§
- PLWRETREETF R
HALER K Z 4

22 Je
DRBL/Clonezilla RA2:#% 6 /| R F R IF T HRAHG

K12 B &R RALFET
2008 FATH IR B AT B R AT £
2008 37 & 4k 4E4F £
2009 B AR 46 A% B 7 &R B K AT £
- SHEEXR
—  DRBL/Clonezilla/DRBL-winroll/Tux2live/Tuxboot/Clz-BD
« HA

- Red Hat Certified Engineer (RHCE): Red Hat Enterprise Linux 4. October 15, 2006
~  Network Security Packet Analysis Class C, #%& 21 6 Z 3 $]3% | 1-14, August 2006

- Principles of Project Management (36PDU) % % & 3 %8| | November 24-December 3, 2008

Software Lab, NCHC, Taiwan



Outline (Day 1)

* Time: 09:30 ~ 16:30
- B Em
— Clonezilla &4~/ #aty R 2
- Clonezilla A% ARG /IR /N&
- AAREMRM

* A

« TAE | BHFE

— Save disk / Restore disk by network storage

- 84 ClonezillaLive T %M F 25 (2 B L A% USB 4 &5,
#k 512 MB A L)

-4 Clonezilla Live 1F & % & # 4k T &

- Z#1L Clonezilla Live B # %k $23E 15 4%

- Clonezilla Lite Server J& Ji] $17]

— On-the-fly:disk to disk, disk to remove disk

Free Software Lab, NCHC, Taiwan



Outline (Day 2)

* Time: 09:30 ~ 16:30
~ A FEAE IR B AR A
- Clonezilla unicast, multicast, broadcast clone /&3 27 & F A
- {3 IR 35 hR A4 F
« XE +HXT
« Save device
e Multicast restore

- AR
e KREWHE Windows/Linux 78} 5] 78 $2 5% %

« BEE KN EE MR . Bigger size hard-drive restore : Bigger
size hard-drive restore

« uEFI+GPT vs. legacy boot+ MBR #15

Free Software Lab, NCHC, Taiwan



NCHC &9~

V|S|onﬁk%@l‘%ﬁn¢ HEF
IITEHaRnso Eg o o 1R R AL 8 B 2, 2 F e A B
- y &i
O mH | & ik Sh ORI R 4 R
‘ TR BARIRPTE R E TS

Taichung

PEIEEH .
j GELET il b s g o s NCHC

Vision

B ikt Adiig

- 3% FE JF) B A
TIET @ E b R % IE A 7%
Network Operation Center ILAISRIE O RESEHRE

ﬁﬂﬁ%ﬁﬁﬁﬁ

Free Software Lab, NCHC, Taiwan



El 3] ?Jt{'gg ?5& ..'i: (Free Software Lab)

& From Taiwan, working for the NPO NCHC (National v
Center for High-Performance Computing) ( \

& Developers of the free software DRBL, Clonezilla and
more...

“ Maintenance of mirror sites:
— Linux/packages mirror :  http://free.nchc.org.tw g
— OSM cache server, OSDN, .. “s-Clancrill

= S DN

open source development network

HERAENENRPERE

NCHE /) BTG SRS 5T E DI

National Center for High-Performanca Computing

Taiwan image source: wikipedia.org Better HPC Better Living

Free Software Lab, NCHC, Taiwan


http://free.nchc.org.tw/

Exercise Index

- Clonezilla 1live

e Save disk / Restore disk by network storage
o BAF Clonezilla Live “THMMEF# (FEELAM USB MR, &k 512 MBXA L)
e {1 Jf] Clonezilla Live &% &3 T A
o ZH|{t Clonezilla Live B2k oL B 4&
e Clonezilla Lite Server J&JR $f5)
e On-the-fly:disk to disk, disk to remove disk
e On-the-fly:disk to disk, disk to remove disk
- Clonezilla SE
e % Clonezilla SE
o &#%Clonezilla SE X Z i
e Save/Restore image via Clonezilla SE
- Others:
e 1% Jf] DRBL Live % Clonezilla SE %37
o HEEEK/ EEZMA . Bigger size hard-drive restore : Bigger size hard-drive restore
o XEW#F Windows/Linux AAR] F]A ; Toolkit : DRBL-winroll
o FAME N : Advanced restore for dualboot ~ ~ i&/& uEFI+GPT 7~ legcy boot &
o GPT vs. MBR : 3| & £ Z fhy B4

Clonezilla F # #Alisg42 Free Software Lab, NCHC, Taiwan




Polling

THAEREERIEE ?
ﬁ.:_ﬂ'ﬁ"i)ﬂ Linux &8 ? 2@mie F 2R B8R ?
g BB TR Y
oz Q’—ﬁ’—%{ﬂ'y{fﬂ Clonezilla SE ? Clonezilla Live ?

Powered by

“~ Cloneazilla

Free Software Lab, NCHC, Taiwan



7% A

 DRBL/Clonezilla i F§4¢ Rl

— http://drbl.nchc.org.tw/advanced
* Clonezilla Live \#%

— http://clonezilla.nchc.org.tw/clonezilla-live/doc/

e Clonezilla A8 M L= s24g &

— http://clonezilla.nchc.org.tw/related article/

Powered by

“~ Cloneazilla

Free Software Lab, NCHC, Taiwan


http://drbl.nchc.org.tw/advanced
http://clonezilla.nchc.org.tw/clonezilla-live/doc/
http://clonezilla.nchc.org.tw/related_article/

Clonezilla

"'

-/ tatn )R E



TR RAEHIE By

image source: maggiesfarm.anotherdotcom.com
www.compsults.com, and jervisdabreo.com

You want to cragh!l!
| show you how to crashll!

Free Software Lab, NCHC, Taiwan



TR KEAGHFE
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& 4 7€ (Clonezilla)

o b BRARAEAL XA BB B B TR > AL True
image® 2 Ghost®

8 H AR R R EL R SR

é (“’3 jf i

I'H‘IINI)( Cc

Logo source: (1) Larry Ewing, Simon Budig and Anja Gerwinski (2) Apple (3) Microsoft (4) Marshall Kirk McKusick (5) VMWare (6) Distrowatch.com
Free Software Lab, NCHC, Taiwan




B4 5 Clonezilla

Clonezilla [OCS (Opensource Clone System)]

~ Clonezilla /& — % ¥ 09 B AR T A R 69 T B » 84 Ghost®(Symantec) & &
Rembo(Acquired by IBM Tivoli® software)/ Acronis®(True Image)

— %4 partclone(http://partclone.org/),partimage (http://www.partimage.org), ntfsclone $Z

udpcast! (http://udpcast.linux.lu/)

RIEAHAOEL

_ mrEh X N g B Ak
Rz R 7H— ety 7H— ~ LVM2 32 1: 1€ | /£ Server edition

- B # A (BIOS + MBR:446+64+2 ~ EFI+GPT)
- BB R

Jl 74 % (bare material) /% » 1< Bl 74

- AR B RBEG My T N 0 2R E 0~ G

- BRFRX

o AR A R A

- Live edition : &% #% ~ AAEH » EE M ~ BRE—EBEH

- Server edition (SE) : &K EZHRER > FFXETHE > o EHRETHE - R B#E

Free Software Lab, NCHC, Taiwan



o B

* Free (GPL) Software
s IBRBBABRIRAF¥LAK[BELAA]

— GNU/Linux [ext2/3/4, reiserfs3/4, xfs, jfs, btrfs, 2fs, nilfs2] , MS Windows [FAT, NTFS, exFAT], Mac
OS [HFS+], Free BSD [UFS], VMWare ESX(i) [VMFS(v3,v5)], Minix [Minix]

Supports LVM?2
X 4 3f % hardware RAID chips (by kernel)

Block base 7 77 X ° X & 6944 £ A %A smart copying 7 R 5 & EHRIAE R ALK (ex: zfs..,) 1
H dd

B M AR IE : syslinux, Grub 1/2 ; MBR and hidden data (if exist)
X #% serial console/ ¥ 4% 4 B L 5\

IHBE G R R EE S EAREE
HEXNRBIPEA BRAE -~ A ABERX  HARMEALE
747 IR &5 iR A~ (Clonezilla SE)

- X & F$3% (Multicast) /bittorrent (in beta) : 38 & K Z 1 &

— b ot A ; t1on! >
At & &-1% Al Live edition 3% 1: 8 A £ Server edition

Free Software Lab, NCHC, Taiwan




A1 AR ZE (Server) £ X

e Server mode

~ Clonezilla SE ( A #Z 7+ DRBL server)
- DRBL live

— Clonezilla Lite Server (restore only)

@m 5 k%/ﬁﬁ%‘ é‘?aéﬁ/{t N ‘E}]z«%ii—. . %%é‘l‘_ﬁ:

drkl. sertslorps. ovl . &bl stk oy . fw

ot s e
e mviei ol BEL LT
Lota ] operal ey tpaies In banddries T el labied

\

EREMBAIL S

Free Software Lab, NCHC, Taiwan



% 3\ 2

e Clonezilla live
¢ E/EH

EAGEE A ~ BI4@ERI A

— &AL A AR wr AR AR

oo bl Ba. wry, ol s . nrholiegts

Clomezilla live (Defaelt sott | l.ﬂlﬂﬂ)
Dihir midnt: af Closexllla Lioe

Leson | opwrat lvg sustes el aririos CIF wonl lak! s
Hestwzt & FresDlS
Fatwork boot wis |EME

Frwzz Pioid) buw sdli byblues
fatomat lc Wt In 35 ol ..
= boof e Tor BICC wechine

= Clommell e | oerz iond 200, 5—20-andfl. () 2BES-2B1E, POMC. Telwan
= Bizolalmr o Closesil s cosss alth AESDLUTELY 00 MARSFTY

Free Softrare Labe

Clonez i 1o s omnc impi

Free Software Lab, NCHC, Taiwan

¥ # (Live) 12 X,

= opensorce Clone Bystem (0CE): Selert wode |
sClermzilie L8 dree NI‘LF Hl-lﬂ- ard otiid with PSSOLIETELY HO HARERNTY=
This sediwers will cvereriie the dyis on war herd orlve shen resioringl It 15 recossended o
bachug mparlas! filed bifors reitoriog e

FAMHInG | From noe on, 11 sultipls choloss sre send lade, wou heree mhl'lh.t
#“:mmuwmm-ﬂuumﬂnm“:mu

Sarer_Lacal_dlie_ii_sn_image

Il'll“.m.i-:ll.. Local_mart it
m&hll IHLIMIJ’I.N
revavery Clorezilla. Lve

e s ]
ExEE. D510 conmind |bag promgt

AL




12 Fl & 9%

= Recent’Mow - = Dlder than 24 hours 566,431 total visiis for: Jan, 2016 W

Maps
ca_ES.UTF-8 Catalan | Catala DOWNLOADS
de_DE.UTF-& German | Deutsch -
en_US.UTF-& English 13,986,549

hu_HU.UTF-8 Hungarian |
es_ES.UTF-& Spanish | Espafiol

fr_FR.UTF-8 French ||FF‘EI'IF'-EIiE TOP COUNTRY *
it_IT.UTF-8 Italian Italiano :
ja_JP.UTF-8 Japanese | H 'j':“'tf_"_j 5."3_'“_!5
pt_BR.UTF-8 Brazilian Portuguese | Portugues do Brasil Tin e

FU_RU.UTF-8 Russian | Pyccrwi
sk_SK.UTF-8 Slovak | Slovenskd :
tF_TH UTF-8 Turkish | Tirkcge Windows

. Ehlnese Simolified EE: MOS0 TO0R01 FOTOY FO0RDY FOORDY HAGOE 1NN HAZOT B3 20MED) FMSDY Z0UED Tesn of dcerioaden

>’J3,DDD,DUD

T 05 "




%A XAk

English (en_US): Dylan Pack

Catalan (ca_ES): Ren¢ Mérou and Innocent De Marchi

German (de_DE): Michael Vinzenz

Hungarian (hu_HU): Greg Marki

Spanish (es ES): Juan Ramon Martinez and Alex Ibanez Lopez.
French (fr_FR): Jean-Francois Nifenecker and Jean Francois Martinez.
Italian (it_IT): Gianfranco Gentili.

Japanese (ja_JP): Akira Yoshiyama and Annie Wei.

Brazilian Portuguese (pt. BR): Marcos Pereira da Silva Cruz.

Russian (ru_RU): Anton Pryadko and Igor Melnikov.

Slovak (sk_SK): Ondrej Dzivy Balucha

Turkish (tr TR): Omer YILDIZ

Simplified Chinese (zh CN): Zhiqiang Zhang and Liang Qi.
Traditional Chinese (zh TW): T. C. Lin.




P 4 2 1

e The following companies either embed Clonezilla in their
products or promote Clonezilla:

BL1nMIn

- eRacks Open Source Systems

— Linmin

— Cybertrust
MIRRCL E

¢ micAcLe System Savior




Terminology ¥ 4§ Al #

Raw copying*

— A possibility to perform sector-by-sector copying of a whole partition
Smart copying®

— A possibility to distinguish which portions of the partition really contain
data and to copy these only

Live copying”®

- A drive or volume can be copied/imaged while it is in use, avoiding the
need for booting into a separate operating system or Live CD.

Smart copy full disk

- A possibility to distinguish which portions of the disk really contain data
and to copy these only

- Possible to skip swap, pagefile ....

* The descriptions are from http://en.wikipedia.org/wiki/Comparison_of disk_cloning_software

Free Software Lab, NCHC, Taiwan P



K Ak
« XBEZHEBERE S
Multipath devices, e.g. /dev/cciss/c0d0 ; LVM on cciss device are
supported.
Xen disk (/dev/xvd[a-z]) was added as a supported device.
NVMe (Non-Volatile Memory Express) device ; e.g. /dev/nvmeOnl —
/dev/sda

3 XA E A% NILFS2 (Log-Structure)

X Z A EHAEE E F bios boot with GPT B4&4 X

%R X 3% 1% F mdSsum/shalsum/sha256sum/sha512sum & 3 ik #H48 R &
TH & (testing release, i.e. >= Clonezilla live 2.4.5-26)

Fl#7T##F SMB mAR#H CIFS (#5548 )

Clonezilla Live F/u X Lite Server 2 X, » =T & BE4E & A IR Z Iy Ak 69

restore server °* T ILH DHCP %35+ 424E restore RH

Free Software Lab, NCHC, Taiwan



Cloneizlla Live % %8 £ %7 (Update from 2017 )

Bittorrent deploymnet
Network channel bonding option.

Disk block device (e.g., /dev/sdc) can be the image repository selection, not only the
partition.

Allows user to enter password to encrypt image in the command options although it's
not safe.

New compression option 1z4 (-z8) and 1z4mt (-z8p).

New compression option zstd (-z9) and pzstd (-z9p).

ARMO64 live system for Clonezilla live (not public available yet)

Support using UUID and LABEL as image repository, i.e.,

local dev for image repository can be assigned as:
dev:///LABEL|UUIDPARTLABEL|PARTUUID=uuid|label. E.g.,
ocs_repository="dev:///UUID=84b012cc-5a4c-41e2-bf20-620d028072cb"

Free Software Lab, NCHC, Taiwan



B4 % Clonezilla — R4

BegmaE (03B ) KDEFFEED (BRKRD) KRR
(23 E)

%% = E (Differential’) #17 / 3§ £ (Incremental?) 17
A X% % L (Online) #afy / © &

R 742 %% Software RAID/Firmware(Fake) RAID?
- FHENSTH T HRAE

R Rk XESE O A G
- EAMOAREELOER—ERER <

1

5F 1: http://en.wikipedia.org/wiki/Incremental backup
5F 2:http://en.wikipedia.org/wiki/RAID

Free Software Lab, NCHC, Taiwan


http://en.wikipedia.org/wiki/Incremental_backup
http://en.wikipedia.org/wiki/RAID

A8 B T B

 GParted

— Free partition editor for graphically managing disk and partition
— http://gparted.sourceforge.net
e Tuxboot
- iR T M A USB I & 8% > ¥ 4% Clonezilla live, DRBL live, GParted
live #£ Tux2live
— http://tuxboot.nchc.org.tw/
 DRBL-winroll

- K=& MS$ windows A48 B ke B T (1) B/R1&Z B ZHi5FAMS

Windows 69 4#% & % 4% | 22 40 (SID)(2) # < & £ DRBL server #9484 server &9
184

— http://drbl-winroll.nchc.org.tw/

Free Software Lab, NCHC, Taiwan



Clonezilla

JR B RAG [ BARAG &




Parse partition table

'

Save MBR/GPT data

v

Save partition table

YES

L

Find the
Device
(partition/LV
)

NLO

Find the file
system of
device

Save hardware info

Free Software Lab, NCHC, Taiwan

Smart copying?

partclone

ntfsclone

Save device image
to stdout

Use dd to
save
image to
stdout

Save stdin as file in
the image dir




Exercise

- Task 1 :
e Restore image via Clonezilla SE

o Unicast ¢ restore disk
e Note:

o http://drbl.nchc.org.tw/course.arch/ partimag

m jessie.i386.tar | stretch.amd64.tar
o $ sudo tar xvf stretch.amd64.tar -C /home/partimag

o $ chown -R root.root /home/partimag
o $ sudo dcs

- Task 2 :
e Save image via Clonezilla SE

o Assign-in-server | Select-in-client

- EZFA
o i FBFA L IZ = ~ Unicast
- Note:

e $§ sudo dcs

Clonezilla F # #Alisg42 Free Software Lab, NCHC, Taiwan



http://drbl.nchc.org.tw/course.arch/

Clonezilla B2 #4838 — MBR-type

root@debian:~# Is -alFh /home/partimag/bionic-img/
-rw-r--r-- 1 root root 1199 5 A 11 16:40 blkdev.list
-rw-r--r-- 1 root root 1470 5 H 11 16:40 blkid.list
-rw-r--r-- 1 root root 15715 5 A 11 16:42 clonezilla-img
-rw-r--r-- 1 root root 254 5 A 11 16:41 dev-fs.list
-rw-r--r-- 1 root root 4 5 H 1116:42 disk
-rw-r--r-- 1 root root 1877 5 A 11 16:42 Info-dmi.txt
-rw-r--r-- 1 root root 187 5 H 11 16:42/Info-img-id.txt
-rw-r--r-- 1 root root 13547 5 A 11 16:42 Info-Ishw.txt
-rw-r--r-- 1 root root 1243 5 H 11 16:42 Info-Ispci.txt
-rw-r--r-- 1 root root 196 5 H 11 16:42 Info-packages.txt
-rw-r--r-- 1 root root 106 5 H 11 16:42/Info-saved-by-cmd.txt
-rw-r--r-- 1 root root 5 5H 404:46 parts

1root root 1.7G 5 H 27 02:42 sda1.ext4-ptcl-img.gz.aa
-rw-r--r-- 1 root root 36 5 H 11 16:40 sda-chs.sf
-rw-r--r-- 1 root root 512 5 A 11 16:40 sda-mbr
-rw-r--r-- 1 root root 816 5 A 11 16:40 sda-pt.parted
-rw-r--r-- 1 root root 741 5 H 11 16:40 sda-pt.parted.compact
-rw-r--r-- 1 root root 1440 5 A 11 16:40 sda-pt.sf

Free Software Lab, NCHC, Taiwan



Clonezilla B2 %4318 — GPT-type

# Is -al 2014-06-10-Acer.P645/

root 30 Jun 10 20:37 parts L
root 37 Jun 10 20:09 sda-chs.sf ot SZ‘{:&'O” info
root 17408 Jun 10 20:09 sda-gpt-1st
root 16384 Jun 10 20:09 sda-gpt-2nd ?
root 17920 Jun 10 20:09 sda-gpt.gdisk

root 868 Jun 10 20:09 'sda-gpt.sgdisk

root 512 Jun 10 20:09 sda-mbr

root 799 Jun 10 20:09 sda-pt.parted

root 703 Jun 10 20:09 sda-pt.parted.compact

root 250 Jun 10 20:09 sda-pt.sf

root 279710177 Jun 10 20:09 sda1.ntfs-ptcl-img.gz.aa
root 23508776 Jun 10 20:09 sda2.vfat-ptcl-img.gz.aa
root 54450946 Jun 10 20:09 sda3.dd-img.aa

Free Software Lab, NCHC, Taiwan



Clonezilla BR{1%453480 — LVM

$ Is -l centos6.5.x64+ s P image name

-rw-r--r-- 1 root root 79 5 H 2 00:31 Info-saved-by-cmd.txt LVM information
-rw-r--r-- 1 root root 288 5 H 200:29 lvm_logv.list ‘
-rw-r--r-- 1 root root 58 5 H 200:29 lvm_vg_dev.list
1rootroot 1704 5 H 2 00:29 lvm_VolGroup.conf
-rw-r--r-- 1 root root 10 5 4 2 00:30 parts
1 root root 21549758 5 H 2 00:29 sda1.ext4-ptcl-img.gz.aa
-rw-r--r-- 1 root root 36 5 H 200:29 sda-chs.sf
-rw-r--r-- 1 root root 1048064 5 H 2 00:29 sda-hidden-data-after-mbr
-rw-r--r-- 1 rootroot 512 5 H 2 00:29 sda-mbr
-rw-r--r-- 1 root root 325 5 H 2 00:29 sda-pt.parted
-rw-r--r-- 1 rootroot 298 5 H 2 00:29 sda-pt.parted.compact
-rw-r--r-- 1 rootroot 259 5 5 2 00:29 sda-pt.sf
-rw-r--r-- 1 root root 53 5 H 2 00:30 swappt-VolGroup-lv_swap.info
1 root root 229987196 5 H 2 00:30 VolGroup-lv_root.ext4-ptcl-img.gz.aa

\J

real data of LV

Free Software Lab, NCHC, Taiwan



Clonezilla & /R :

Free Software Lab,

Read image

v

Create partition table

v

Create LV if LV image
found in image dir

Find the
image
of device

Tune the file
file system size
to fit partition size

\J

Reinstall grub
if assigned

End

NCHC, Taiwan

partclone
partimage

ntfsclone

Restore the
image of
device to device




Subject:

Clonezilla Live( 2R )



Clonezilla Live

#-4THR (Debian based) : & T hR / BIFIR 3 % AXAR (Ubuntu based) : #&
R | B SARR

BRI (iso 18 R )

© TR e ISO MRS RRH b (AR AT K R E

MS Windows T * ¥A Nero Burning ROM 2 %] » 1R 23% ' Bk s g4 " R B2 18 iso
1) 0 T AR E AR KK o

USB [ & Bx & [ & 22 BRIR (zip 18 &)

REEEIR

— # Clonezilla live & — B LR A ¥ ARG G £ R TP
PXE hk

— 7% Clonezilla live 742 PXE 13 IR 35 L 2R 3E F P 3% & I 1% 18 PXE #83% F #4% H Clonezilla
live

. HHEEE

— http://clonezilla.nchc.org.tw/clonezilla-live/

Free Software Lab, NCHC, Taiwan



Clonezilla Live kA £ &

7 B & R / Bl KAR B KRR
OS baesd Debian-based Ubuntu-based
',j‘f)/ Ap BEERA a0 10 MB K#IK 10 MB
NN =T

RUEREE (BlE0 & =

firmware)

#1486 CPURY 486 hRAY iso/zip Bz N2k

= _ (CONFIG_M586=y and
Sk (CONFIG_M4s6=y) CONFIG_X86_GENERIC=y)

2L/ 232 686 IREZIE, 486 Rz B
ERHISZ IR 7




Clonezilla Live PBA#%EZE

IR
UEM A & WERM (IPXE) & AMKFHK
HAb A A FL AR X

clonezllla.org. clonezll lo.

Clonezilla live (Default settipg
Other wodez of Clonezilla
Clowezilla §ive with pe

AE RS B RE YRR

Feens Pl ke el iE mepbiogs

Free Software Labs

nezilla [

Software Lab, NCHC, Taiwan



aa

Cloneizlla Live F:&#%

I Clanezilla - Opensource Clone System (0OCS) |

#C1lonezilla is free (GPL) software, and comes with ABSOLUTELY MO WARRAMTY:k

JAAHInt ! From now on, if multiple choices are available, you have to press space key to mark
your selection. An asterisk («) will be shown when the selection is doness”s

Twa modes are avallable, you can

(1) clonesrestore a disk or partition using an image

(2) disk to disk or partition to partition clonesrestore.

Besides, Clonezilla lite serwver and client modes are also available. You can use them for
massive deployment

Select mode:

device-image work with disks or partitions using images

device-device work directly from a disk or partition to a disk or partition
remote-source Enter source mode of remote device cloning

remote-dest Enter destination mode of remote device cloning

lite-server  Enter_Clonezilla_live_lite_serwver

lite-client Enter_Clonezilla_live_lite_client

<0k <Cancel>

Free Software Lab, NCHC, Taiwan



Exercise
- Clonezilla Live J&J
1.Save/restore disk via network storage: sshfs, samba
.Save/restore partitions from local disk
.Create Clonezilla recovery iso
.Customize Clonezilla live
.Create bootable Clonezilla-live usb flash

.Use Clonezilla lite server (Restore function only)

N O U1 W N

.Insert customized Clonezilla live 1into hd

Clonezilla F # #Alisg42 Free Software Lab, NCHC, Taiwan




Tuxboot

http://tuxboot.nchc.org.tw

BWAET A% USB Clonezilla live T £

2% 1% buntu PPA

— http://tuxboot.nchc.org.tw/download.php

Tuxboot =T F#% USB #A4E/z 2|

- {2 M extlinux & bootloader
- ErA—EsEE
- ABREBERL

* FAT16/ FAT32 ~ NTFS

* Ext2,3,4 ~ XFS ~ Btrfs

« UFS/UFS2

Free Software Lab, NCHC, Taiwan

Tuxboot 0.7

® On-Line Distribut | clonezilla_live_stable v current

4

l

~ iClonanile
Homepage: hitp://clonezilla.org/
Description: CloneZilla live is a distribution used for disk backup and =
imaging. The stable branch of Clonezilla live are based on Debian
Install Nates: Clanes7illa live is haated and ron in live mode: na installation it ﬂ

() Pre Downloaded 150

[_] Show All Drives (Use with Care] [_| Save 150 file

o

Type: | USB Drive = | Dirinres

B MD5 Check



http://tuxboot.nchc.org.tw/

Clone without 1mage

Use clone on-the-fly
Server : OCS -> select 1n client
Client : select “Device-device J
W AEZ  device to device 7 3\ :
— Device to local device
A3 source/destination device
Device to remote device
1. &I R4
2. B&ysHE AN console
o HERWIE
$ ocs-onthefly -s [source ip] -t [device id]
$ ocs-onthefly -s 192.168.1.1 -t sda
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Exercise
- Task :

e Use Clonezilla live via PXE server

e On-the-fly:disk to disk, disk to remove disk

- Note
e A| /] drbl-sl 4% cloneizlla live % PXE 335
e Use on—-the -fly Iy %8 : Disk — remote disk

- Check point:
e Small Linux:

o $ sudo drbl-sl -i <clonezilla-
live.iso/gparted.iso file>
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Subject:

Clonezilla SE ( fa] AR &S hR )



LR

Server site Client site

* Ubuntu e OS-installed/PXE
e Clonezilla SE enable booting/CD/USB drive

e Virtualbox e Linux/Windows

e Virtual machine

Clonezilla SE w Gateway-> Internet

4 Clonzilla cIientw
ethO

dhcp
Eth1/vboxnet0 _ ethO
192.168.56.254 Network/VM Net link 192.168.56.x
- <
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Exercise

- Task : %% Clonezilla SE
e % Clonezilla SE 3R3IZVAMRFS vboxnetO M P 3%

e § sudo apt-get update ; sudo apt-get install virtualbox
e § sudo apt-get install virtualbox-ext-pack
e § ifconfig : AE3L vboxnet0 #gy%
e § sudo apt-get update; sudo apt-get install drbl
- Step
e DRBL SSI/Clonezilla full mode
o ¥ fl server A%
e DHCP use range mode
o $ sudo drblsrv -i ; sudo drblpush -i
o & A¥ $ sudo drbldimp -r 1 -z 0 -p 12
- Check point
o 5% client f#E¥A Clonezilla select-in-client 42 H

e Hint: use dcs
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£ Ae A5 IR &5 hR B g = A8 AR X

Clonezilla SE: Full/Box/Live mode

Full Clonezilla Clonezilla
Clonezilla Box Live

/ch, /var, /root of NFS-based
client

Tmpfs-based Use squashfs

Files in /etc and /var
of client after reboot

Extra space in ~ 50 -100
server/client MB*

Max client #/ethernet
card 1n server

Kept Gone Gone

253 253 253

=T 18 5] 3% 2 Server & # ¥ Server A #Hm¥2, &K
client 8% / | 32 / & kB35 % | HAEAEE client
Adv./Dis Server A% | & client 4% A/ udpcast
BE EHFRRR T 88 1

* depends on the packages installed in the server
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Exercise
- Task .
e Restore image via Clonezilla SE

o Unicast | Multicast |Broadcast
- EEFA

o 1 SR
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Exercise
- Task : &4 Clonezilla SE XX g

- Scenario
e ¥, dcs 732 Clonezilla SE 423

e 17325 Full Clonezilla 23
e 1325 Clonezilla box HE =
o $ sudo dcs — more —> clonezilla-mode
o & /etc, /var, [root FHEE ALK
t1#2vh Clonezilla Live £ 5

o $ sudo drbl-ocs-live-prep -i <Clonezilla Live ISO
%>
- Check point

e Client YA Clonezilla select-in-client &&= B > i
NE M console (F27F6) #E3% live 3 3IF
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Clonezilla SE via DRBL Live

/¢ DRBLLive ZE A AR MRE
- REFZE o REEEE KBTS B AL IR B R AT A

* Download:

— http://drbl.nchc.org.tw — T 3%
- DRBLlive ISO 4 (CD/DVD H) » & zip # (USB [ & Bk

R )
. 1% |
- Live CD F#
- P47 T HAFRAARE
- BAREAZ L G E
- thE %A 4 FE SE

wmm\

un!lut | Ei:{ﬂﬂ-ﬂ-ﬂ;*ﬁ
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http://drbl.nchc.org.tw/

Exercise

- Task : 4# fl DRBL Live & Clonezilla SE 33§

- Scenario :

e Version: drbl-live-xfce-2.5.1-16-amd64.1iso

e Server . NAT+ N} 4%

e Client : N3 #% / A local 0S

e Use host /home/partimag via sshd as Clonezilla SE repository

- Note:
e %7 host /etc/SSH/sshd config

PermitRootLogin yves

e ¥ A host sshd JR#F : $ sudo systemctl restart
sshd.service

- Check point:
e {£f] DRBL live &) Clonezilla SE X35ty / &E/R client HER
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RRBR K TS B B9 R 32 77 K

« BB B ELEAFARKARRESEE
o NERER > KAERER
S )R b R BR 5B E%Fu%'lﬁaﬁ] D BAT R AR R = M
- BB K (k1) : R#@EAA MBR 2 %4 X ~F3#@A- GPT

o KAEBR > /ARER :
—- HFAREER restore

« ARBMIE  FRAXELRR S B E K] 1 GParted, Partition
magic, EASEUS Partition Master , with [*] -icds
o FLBI%E N 1 [*] -ieds, -kl

4y 42| & restore :

 Image hacking : 3 B B 1§48 72 &k € VA= 45 73] &
restore $2%& » with [*] -icds — Restore disk
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Exercise
- Task : KX — JE2ERR

e Small to bigger:manually/ proportionally
o -kl : HFHNyEERIAGFEHZK (or 41)
e Big to smaller: GParted resize/create partition
- Task : #8k/ ) > KEEZR
o L&

e Note:
o -kl
o —icds
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MBR vs GPT

aJt]EE =
E—NIEZATE
= ﬁ%ﬁiﬂﬁﬁﬁﬁ

Master Boot Record

Partition tahle

Free Software Lab, NCHC, Taiwan

Master Boot Record
4(3+1)

2T

<47

GUID Partition Table

128 (unlimited , base on OS)
18 EB

9.4/B

GUID Partition Table Scheme

Pratective MBR
Primary GPT Headr i
Eriry 1{Entry 2 |Entry 3[Entry 4]

Entries %-128 o

Partithon 1

Partition 2

Remaining Partitions 1-.1

Ehary'd | oery 3 nerd oty 4

Entzies $=128

Secondary GPFT Header




UEFI + Secure Boot

* UEFI

- H— TP EE /~@ ( Unified Extensible Firmware Interface, UEFI ) & —#2 B AT & LI
o MRREAFEAGRAZAGHMIMGRE N @ > FABIOSHERF R - T A@
AEmEAR (POST) ~E¥NEAGURRE LB ELAGREBGAND -

e Secure Boot
— Secure boot &&= UEFI #4569 —3%4y » 28 d Intel TERAE > FRHhEFRARETFE LA

A2 o Secure boot REFH 6] » AL EZRE - BB S EFTIBRELAIFERAABAZI AR
AT » AL BEHBANER » EEREEREF i E o

- PTFRAR %S UEFI 898158 » T RRAAAHESEALRINRET ARG ZNEELELRL - BES
—18-F & 24 (platformkey > &M PK) > AR —MER#H 24 (exchange key ° fiff KE
K) » #RG 7 ZZEEERGITI N WH O X HEE (REWLETENGKE) F4E
b —BRFRFZFBGEEENE » AARBABGEE AL A §9 Secure boot #ERL B &7k ©

Existing Boat os
i -

The BIOS starts any OS5 loader, even malware

Legacy BIQS boor patk

Securs Boot  Mative UEFI et 05
in Windows B 2.3.1 o Start

WEFI will anky launch a wverilied OS5 loader - such as in
Windows B

Malware cannot switch the boot lnader

Secure boor pach with UEF!
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Secure Boot #/5 & Solution

Ubuntu* Implementation

verify & verify & execute
jexecute execute :

Firmware

kernel

ExitBootServices()

Microsoft™ UEFI CA certificate

| e

!_HQJ Signature generated from Microsoft UEFI CA
[cert] ubuntu" ca certificate

e Solution {sig] Signature generated from Ubuntu CA

— S0: Disable Secure Boot in BIOS/UEFI
— S1: Use Ubuntu based amd64 version Clonezilla-live

http://en.wikipedia.org/wiki/Unified_Extensible Firmware_Interface
http://freesf.tw/?p=61
http://www.arthurtoday.com/2011/10/secure-boot.html#.U8VekFHxBeM
http://msdn.microsoft.com/en-us/windows/hardware/br259114.aspx
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http://freesf.tw/?p=61
http://www.arthurtoday.com/2011/10/secure-boot.html#.U8VekFHxBeM

S AR X B

e Advanced Format Technology

Legacy Architecture

Sync/DAM
Sector Gap

Advanced Format Architecture

Sync/DAM Longer ECC

4096 Bytes (4K) Data EC(
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S AR X B

Gh 7 55 J 6 A4 VB A S A 6 £ R > SR T
AR ECC BB R T4 T SE0E » 4238 36 69 % B 84830 B 5 5%
Be kS A % gk oE 1

f£ x86 FAET o A F AL TIER
SRS R RS (4@ NTFS ~ ext3 ~ HFS+ %) 8% %
A, B 4KB
T3 512byte # & & & 7 9 40byte £ B ECC &5 =
71 4kbyte 7 = A & 2 100byte
- ¥ ECC 8948 Fl F= 32 71 ECC &5k &

- FlE R4 4kbyte # & 2 H] o 48 ] Ao 4% AL A8 8p & 38
220byte

http://zh.wikipedia.org/wiki/%E5%85%88%E9%80%B2%E6%A0%BCHES%BC%IF%ES%8C%96
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32 WD i 4& XL (WD Advanced Format) A2 2k 48 2 1%

Advanced Format Z 48 clone € A [ o —

Advanced Format A2 ¢ clone %] /A A Advanced Format &4
Be AL R A R RE

A BN N B (160G) % XP, clone A2 4
%R B FAEEE 1.5T(WDI15EARS)

- Fl wd align TE X548
— M clonezilla + F#h3A %

http://drbl.nchc.org.tw/fine-print.php?

path=./fag/1 DRBL common/53 WD Advanced Format disk.fag#53 WD Ad
anced Format disk.faq
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b I 3
e Boot loader iEAF4Z X :

— Windows XP, Win7 : ntldr/bootmgr
— Linux : Grub1/2

e Restore 7] fg ] AB IR 3T

@TQ g - ¥ m Jdevjsda (10.00 GiE)

Delete | Resize/Move Copy Paste || Undo Apply

/devjsdal /devjsdas
4.00 GiB 5.69 GiB

Partition |Fi|e System Size Used Unused | Flags

/devisdal | | ntfs 4,00 GiB 1.84 GiB 2.15 GiB boot
= [devjsdaz extended 6.00 GiB [:3‘
jdevisdas [l exta 5.69 GIiB 2.46 GIB 3.23 GiB
jdevfsdaé M linux-swap 316.00 MiB

unallocated [ unallocated 1.00 MiB
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Restore single partition

* Restore partition : sdal
e Use 8G hard drive , use source partition table
* How to:

— Modity partition table
- Add advanced parameters : -idcs

— Restore done but boot failed !!
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Exercise
- Task : R Az .

e BB N : Advanced restore for dualboot ~ i R uEFI+GPT #

legcy boot R

o $ sudo tar xvf dual-boot-img.tar -C /home/partimag

o F#]F dual-boot EF % 4% > #FHF8) Linux (sdab) &4y restore
EHBE P

o #]F dual-boot EF % 4% » #5H P8 XP (sdal) R4y restore
MR o fEH B9 RS E AR YT sdal 9% E
it A E A8 4 EAE X Ey Windows XP

e GPT-MBR : 93| &% £ £ 545 M &
o $§ sudo sgdisk -v /dev/sda
o GPT #1444 ©1 8 £ Legacy boot BIRXR P AR H
o Required package:grub-pc
o Step:
® Chroot into target OS
m Jnstalll grub into MBR
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i Z Linux Z 43T

o HEERE
« AR
- ERgh 42 X TA &
- RRRE R T A
.« 4

.« B F
c W EEREYE

- A ’Erﬁn‘/i\ 190 7Y
o JEL B BEkAE (log, root history)
o B AAR B 22 #4848 (web account/passwd)
WeIYE.
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th £ Windows Z K3t

5L

B 3y A2 X TR 3,

Sysprep

L& R
o X%

A B Re
o LB KEAE (log)
o 18 AR K 44 825545 (web account/passwd)
- ReREE
© WL E
- DRBL-winroll
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Exercise
- Task .

e KR¥MHZFE Linux/Unix : use pre-run/post-run
e KE4F# Windows: DRBL-winroll

Clonezilla F # #Alisg42 Free Software Lab, NCHC, Taiwan







DRBL-winroll
22 A S Ih f8 AR A

http://drbl-winroll.nchc.org.tw/
http://www.drbl-winroll.org/


http://drbl-winroll.nchc.org.tw/
http://www.drbl-winroll.org/

Clonezilla



G S

e EMA4¥ F] ©  Clonezilla SE /Clonezilla Live

Clonezilla live 2 Clonezilla SE (Server Edition) /& 3 1 2 4 /- &

Clonezilla box mode 4~#3

Unicast, multicast, broadcast clone /~42 $1 /£ & F &

Lo o] SR PP FAG F 69 BB FR

PXE F/ Clonezilla live 7F %

%o fT BAE  clonezilla live Fl#% usb Fa & &k X AR HR
REEH B TH &5 HM—18 Clonezilla live ?

% B4t Clonezilla live 1

# Z A 7T #842 Clonezilla Live A 2| B8k F R AT 2
A F virtualbox & Clonezilla Bl % $2 83X 3R 37

Free Software Lab, NCHC, Taiwan



Free Software

http://drbl.nchc.org.tw/

— http://drbl.nchc.org.tw/course.arch/
Ubuntu EZRBEANRIK /%55

— drbladm/ilovedrbl

Z#7 %% DRBL/Clonezilla R#5

— §$ sudo drbl-all-service restart

4o R ZHEEIE ~ v\ admin B4
- export LC_ALL=C

— adduser [your acount]

— adduser [your account] admin
£ GDM & F —#&A% A & & A
FERMI R HE S AW

— auto ethl

— 1face ethl inet static
— address 192.168.101.254
— netmask 255.255.255.0
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http://drbl.nchc.org.tw/

http://drb.nchc.org.tw
Clonezilla live 1%

— save/restore
— Onethefly

488 AB 0192.168.167.11
— Path: share

- administrator/[ % ]
Clonezilla live Z#/1t

— Include 1image

— Include without 1image, customized pre-run

— Debian live templet customize
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